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Abstract—If we expect the computer to vanish in the
background, to make pervasive computing a reality, first
we must be able to provide the illusion that all the user's
computers, devices, and applications are part of a greater,
virtual, computer.

In order to build such a virtual computer, resources must be
provided with a portable programmatic interface to interact
with programs running on top of current mainstream operating
systems. These interfaces should be understandable by thadl
user, in order to allow for their manual operation. Also, a
system layer is needed to tie resources together, control ém,
and handle changes of context to permit adaptation.

In this paper, we present an architecture that permits this:
the UpperWare. This architecture permits to abstract and
export the computing resources offering an universal inteface
by using a synthetic file system scheme.

Keywords-middleware; operating systems; upperware; ubig-
uitous computing; pervasive computing; smart spaces;

I. INTRODUCTION

Regarding devices some of them require some kind of
lightweight administration to be shared between different
computers. Even being lightweight, this configuration is a
burden and adds complexity. For example, when we buy a
printer, we usually have to manually add it to each one of
the computers we use.

Even worse, other devices are built under the premise that
they will not be shared, even when the usefulness of sharing
them is obvious.

Regarding data it is dispersed among our computers. If
we want to make all our files available to all our computers,
we have to configure a network file system server on each
one. Besides the configuration burden, we also have to keep
all the involved namespaces in mind while using them.
Control version software, replication tools, and systeifes |
Omnistore [9] relieve the problem. But again, control has to
be in the mind of the user. This is not a pervasive computing
environment and it will never be as long as this kind of

Surprisingly, in 2010, with all our computers connected toProPlem persists.

the Internet, it is difficult to bring all our resources tdget
to get some synergy and to provide a personal pervasi
environment.

Resources considered include @gvices(e.g. printers,
cameras, or speakers), (iJata (e.g. data files or system
properties), and (iilppplications(e.g. desktop applications,
viewers, or browsers).

Using standard system support,
scattered resource®gether we encounter a plethora o
pitfalls related to control and configuration. We have to
be in charge of controlling all the processes for the tas

Regarding applications they can be also exploited in

yarder to get valuable information and tools for pervasive

environments. The local machine frontier may vanish if
we keep the application state consistent among different
computers. If we start our office desktop computer in the
morning and it recovers the state of the applications as it
was left in a home computer the previous night (e.g., a

if we try to use thesd€Xt processor editing a document and a web browser with
f certain bookmarks and history), then we start to perceive

both computers as part of a greater environment and not as

|Separate machines. The preservation of the state is the main

at hand and suffer the lack of system support for contextason for the popularity of web based applications, such

information and adaptation. If our computers run different

operating systems (and that is the common case, becau

of the diversity of mobile and desktop computers), the
problem becomes worse. In the normal case we are not abfd
to directly combine resources to perform the desired task

This applies to experienced users. For end users, diffsulti
include even sharing some resources that are expected to
shareable nowadays, such as data files. In general, scenar
described in pervasive computing literature are stlHifor
end users. And we want this to change.
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as Google Docs. We believe that it is not necessary to run
applications in a machine provided by a third party just

to keep the state of owirtual computer We may keep the

ate in our own machines instead.

In this paper we describe the architecture behind a system,

the Octopus, that addresses these issues. The system has

Bgen in use for more than two years and is being used

Io write this paper (both at some of our homes and at

our offices, yet we feel we are using a single “pervasive
computer”). The architecture is based on two ideas:
1) Control is centralized on a dedicated machine. We
call this central noddhe PC Other computers of the



user are theerminals The PC can be considered as a
dedicated machine per user, a virtual machine offered
by a cloud computing provider, or a black box, just
like a router or a standalone network disk. In fact, any
conventional computer can act as the PC if it runs Plan
9, Windows, Mac OS X, Linux or FreeBSD.

All resources (including not just devices, but also
data and applications) are exported through file system
interfaces that are available for any of the machines
of interest for the user. This is callddpperWare

UpperWare is software that makes devices, data, and
applications available at the system level and remotely
accessible from any system. Devices are exported as file
systems, data is kept on file systems, applications and oth@fgure 1. The terminals export their resources and impatdbmmon
miscellaneous resources are wrapped by tiny synthetic fileamespace.
systems following the approach of Plan B [1], [2], [3].

UpperWareabstracts high level resources instead of pro- _ _ i _
viding access to any underlying mechanisms. For example, !N the system built to gain experience witdpperware
considering a text processor as a resoudmerWareoffers the O_ctopus, a central registry is kept on a per-user central
an interface to open a document at an specified page. ffachine, the PC (each user has a dedicated PC). When
does not provide an interface to edit a table contained in th@ Machine starts (or the user starts the Octopus on it) it
document. Only features known to be available everywher&ONnects to the user's PC, registers all its resources &gor

are made available througipperWarenterfaces. This helps throughUpperWare and also imports all the resources that

providing an homogeneous system out of highly heteroge@'® aggregated by the PC. o
In our current implementation, ddpperWaredriver is an

neous devices and computers. C X T
Using UpperWare it is easy to build an environment Inferno synthetic file system implemented in Limbo [5] that

out of different systems. Every machine with resources ofVraps a resource of the underlying system. As explained

import

export

2)

interest runs some&lpperWareand exports its resources to before, anUpperWaredriver offers a high level interface to

the PC as if they were files. The PC provides a per-usefiCCess the resource driven. .
global namespace that is shared by all machines of interest 1 "€re are two types dipperWareresource drivers as we

for the user. The namespace aggregates all resources aft

ascribe next.

keeps them organized as hierarchy of files. Of course they  PassiveUpperWare resource driversprocess or gener-

are not files: they may be printers, applications, toolsadat
etc. There are several components which manipulate this
namespace to adapt the system to changes. For example
there is a multiplexor d/ mux) which is used to select
the appropriate devices for specific contexts. Because re-
sources are available as files through popular protocas (e.
WebDAV), all systems and devices are ready to use such
resources, even without running software for that purpose
(because all machines know how to share files in one way
or another).

Itis also trivial to write programs that rely ddpperWare
They do not need to use any special software at all! That
is, besides the native interface used to read and write files.
Once again, all programming languages know how to do that
and no specific software is required. By carefully choosing
names for resources, it is clear where to find the resources
and what they are.

Il. UPPERNARE

We call “UpperWaredriver” the piece ofUpperWarepro-
viding a particular resource (because we treat all ressurce
as devices, even when they are applications).

ate data without any user interaction. For example, the
voice driver does not need to interact with the user. It
receives a text string and interprets it using a voice
synthesis application to deliver the speech message.
This resource is a data sink. There are other resources
of this kind. For example, the printing service uses the
host’'s default configuration to print a document. Other
passive resources are not sinks, but data sources. One
example is the camera. This resource generates data
when prompted; it takes the photo in a default format
and provides the data. Passive resources can be kept
simple by using default options, avoiding any kind of
configuration or interaction.

A data sink resource can be wrapped aspaoler(a
directory to place a file to be processed) or as a single
write-only synthetic file, depending on the kind of the
input data and on the latency of its operation. Data
sources are commonly wrapped by a single read-only
synthetic file because of concurrency control consider-
ations.

A result is that most passivé&pperWare resource
drivers share much of their implementation. The main



difference between one driver and another is the under-
lying command used to implement the service (e.g., to
print, to open a document viewer, etc.)

o Active UpperWare resource drivers are those requir-
ing some form of user interaction (the user can be
either a human or a program). They receive commands
and respond to them, establishing some type of dialog.
Interfaces for active resources are more complex than
those for passive resources.

In this case, interfaces are tailored for each particular
resource, which means that their implementations do
not have much in common. This is the common case for
drivers abstracting applications. Each application may

some relevant information directly from a specific XML
configuration file and transform it into a conventional
format in order to provide it through thdpperWare

file interface.

Ul manipulation Some tasks can be performed by
manipulating the GUI widgets of a native application.
Scripting languages such as AppleScript are capable
of manipulating an application navigating through their
GUI elements and performing operations over them.
This approach turns out to be too slow for repetitive
operations and may disturb the user. For this reason,
we have avoided doing so in our prototypes. However,
it could be used to perform short, fast operations.

be abstracted in a different way. In the worst case, we Each UpperWare resource may use one or more of these
can consider the application both a data source anehechanisms to do the job. We describe next sdspper-

a data sink and let the user copy the input data inyareresource drivers that we have been using for more than
operate on the application, and copy the resulting datawo years.

out. However, more research is required here.
nd dently of th ¢ dr h io| I11. UPPERNARE RESOURCE DRIVERS
ndependently of the type of driver, there are multiple .
mechanisms available to drive a local resource within an In what follows we describe some of thapperWare

UpperWareresource driver: services. Ea_ch one _of those described here is an example
of other similar services that may be built along the same
« Application execution In some cases, it suffices to lines.
execute an existent application to provide the required ,
service. For example, on Mac OS X hosts, the camerd™ SPeech messagesmt / voi ce
resource is provided by executing a simple command The voice device is the simplest device we have. It is
that takes a picture and generates a JPEG file agsed to deliver speech messages to the user. For example,
output. Another example is the voice device on Linuxwhen the user executes a remote command in the PC, the
hosts, that is provided by executing a voice synthesishell notifies the user when the command has finished its
command nameéSpeak. execution, and warns him about its exit status. Also, thé mai
« Scripting Sometimes a simple command is not enough application may deliver voice messages. In the same way, a
but a set of commands can perform the operationcontext application describing users connected to thesyst
A simple shell script on a Unix system can provide may notify that certain users have become online/offline at
the desired action. On Mac OS X hosts, AppleScriptparticular locations.
provides considerable control over native applications. Any program using the voice device delivers its message
In this case,UpperWareis abstracting what Apple- to a machine near the user, but may remain unaware of
Script can do and providing a simple interface thatthe actual device used. Context information about the user
makes other systems completely unaware of Appledocation is used by/ mux to make an appropriate voice
Script. For example, voice synthesis uses a shell comdevice available at mt / voi ce. The same happens to
mand on Linux terminals, but uses AppleScript onservices described on the following sections.
Mac OS X terminals instead. System components may The voice device is a data sink, and its interface consists of
ignore all this and just write td mt/voice or asingle write-only filespeak. When this file is written, the
to /mt/term term nal nane/ voi ce whatever text string is processed with a voice synthesis programen th
they want to speak. host system to reproduce the message through the terminal
« Custom programsIn other cases, it may be necessaryspeakers. For example, a calendar application may deliver
to implement custom programs to obtain the desirecan alarm to the user by executing the following comniand
service out of the underlying host system. A native. echo * appointment at 5 P.M’ > /mt/voi cel speak
program can use the host system interface (libraries, _ ) _ _
system calls, etc.) in order to get the required data or Th|s.c0de |Ilus_trates .how simple this approach makes
perform the required taskipperWarewould then wrap ~ @ccessing the voice device for a programmer:
and re-export the service as done on the first case. void
« Configuration files and databasesn many cases we deliver(char *nmsg)
can directly get the desired data out of the host file
system. For example, abdpperWaredriver can read

1Al shell examples are expressed in the RC Shell langudgeerWare
drivers are independent of the Shell.



{ terminals), sort them by the timestamp field, and then copy

f* error checks omtted */ the result to the terminal we are using now:
fd = open("/mt/voi cel/ speak”, ORI TE);
fprintf(fd, "%", nsQ); ; cat /mt/terns/*/browser/history | sort -n >\
cl ose(fd); nmyhi story. txt
} ; cp nmyhistory.txt /mt/browser/history

The Linux driver uses a command calle8peak to pro-

cess the text and deliver the speech message. The Mac OS xIn order to avoid race conditionspen, bookmar ks,
driver uses a different mechanism. It executes an ApplpScri @nd hi st ory are exclusive-open files. That is, only one
that uses the native interface for speech messages. As vi@gocess can open them at the same time.

stated before, both other software and humans may forget
about this becausé&lpperWare hides the implementation
behind a file interface. Suppose that we want to post an alert if we detect any

movement at home. We could use the following script:

IV. A PERVASIVE COMPUTING SCENARIOS

B. Image input/ mt / camer a ) ) )
# $honetermis the hone terminal’s nount point

Input devices can also be wrapped and served as higtat $honet erm x10/1i vingroom _

level resources. The camera device is an example. cp $homet er i caneral data /mt/vi ew phot o. j pg
. .. . echo 'nmovenent at hone >> /mt/voice/ speak

This device is a passive data source that exports a camera
as a unique file. When the file is open, a picture is taken and The first cat would block reading a file that is the
the resulting data is supplied to reads of the file that followinterface for an X10 movement sensor at the living room.
the open request, with the picture encoded in JPEG formatJpon movement, that file may appear to contain the string
When the file is closed, the picture is discarded. yes.

For example, to take a picture from the camera at home Thecp command in the second line achieves many things
and display it where we are we could execute this: . . .

_ on its own. When the fil&honet er nf caner a/ dat a is

cp /mmt/terns/ honet ernf canera/data /mt/vi ew opened for reading, the camera of the terminal at home takes
a picture. Thengp reads the data of the picture and copies it
o ) ) ] into the file/ mt/ vi ew phot o. j pg. But this file is not
The browser device is the first active device that we made, o) file. The/ rmt / vi ew directory is the view device
It is intended to control the web browser of a terminal, f the terminal where the user is working. Thus, the picture
tole_ratm_g user interaction with the browser. The aim of;_thl will be displayed at the current user's terminal (on a Mac OS
device is to control the web browser enough to replicatéx grminal it will be opened by ther evi ew application).
its state at other terminals. It provides a generic int&rfac ; 5 is accomplished by using an ancient command that

to control the execution of the web browser and performgyy copies bytes from one file to another, which was never
simple actions to opened web pages, history entries, anglaant to do this kind of job.

bookmarks. This device must be understood as an example Tha third line instructs the voice device to speak a

of how to design an active device, other applications may,aming message to alert the user. The voice device on
be controlled in a similar way througipperWare / mt/ voi ce/ may be actually located at another terminal
The interface of this driver is more complex than thenear the user, as long as it shares its location with the user.

prev.ious ones. It provides a directory with four read-write ¢ \he ser detects an intruder at home, he could execute
files: ct |, open, booknar k, andhi story. this other script:

When read, th@pen file provides the list of URLs that _ o _
are currently open in the browser (both windows and tabs)? $hometermis the home terminal's mount point
. . . ¢p $honeterni caneral/data /mt/print/intruder.jpg
one per line. The same kind of data (multiple URLS, ONn€echo vol 100 > $hometern pl ay/ ct|
per line) can be written into this file to ask the browser tocp /sounds/al arm nmp3 $honet er ni pl ay/

open URLS N a hew WmdQW using tabs. For example, to The first line prints a new photo from the camera at home
get the list of open pages in the browser and open a ne\ﬁfsing the printer nearest to the user. The second line sts th
one, one could do this: volume of the player to the maximum value in order to scare
; cat /mt/browser/open the intruder away. The last line commands a music player
E: : Bi Hﬁ'w' i ggg%fgf&%?f‘hh’ei' Etb?nX/ 1208 driver running at home to play an audio file that is an alarm
echo ' http://Isub.org/who' > /mmt/browser/open sound.
As seen, thdJpperWareoffers powerful mechanisms to

The same happens to bookmarks and history managemer%plement applications for pervasive computing. Files enak

For example,_to create a completely new history Combllf“mgresources readily available/ mux selects resources used
all the histories from all the terminals we can read the

hi st ory files from all the browser devices (from all the  2This driver is not described in this paper due to space liioita

C. Web browsing/ rmt / br owser



by default. The central name space coordinates and collecimplemented using Inferno [5], which is available for most
resources from other machines. popular operating systerhs
Much of related work tries to accomplish some of the
specific tasks used as examples in this paper. Several
All the mechanisms described in previous sections can bexamples could be performed using a remote shell (e.g.
directly used through a file browser interface. The centralSSH) together with a network file system. In fact, this is
namespace is re-exported to the host system using WebDAWow advanced users try to face these situations in current
(but there are other protocols available). Therefore,igllal  computer environments. These users try to cross the frontie
files and directories are available through the standard filpetween their computerdVe want to break down the
browsing tool employed by the user. In the Octopus, all thefrontier. The tasks described in this paper are just examples
environment seems to be a network file volume. to illustrate the global goal dfipperWare to export services
For example, to print the bookmarks of the browser atas high level abstract devices to integrate them at thersyste
one machine in a printer attached to another machine, thigvel, and then bind all these devices together in a personal
user only has to drag thbookmar k virtual file of the pervasive computer environment.
corresponding directory and drop it into the corresponding Some systems permit to execute code in the web browser.
printer directory. Copying the file to theooknark file  Google Native Code (NaCl) [11] is an example. It provides
of another terminal would replicate the state of one browses sandbox to execute native X86 code in the client’'s web
into another. browser.UpperWaredoes not send any code in order to be
executed in the client machines. In fact, NaCl is closer to
the infrastructuredUpperWareneeds to execute (Inferno[5]
We have tried to keep the number of featuresUg-  in this case) than tdJpperWareitself. Nevertheless, NaCl
perWareresource drivers to a minimum so that is easy tojs not suitable to rutJpperWare because its sandbox is too
write versions for different host systems. As a result, therestrictive.
implementation of currenUpperWareprototypes is quite  Other research on system support for pervasive appli-
small. We used Limbo[5] as the programming languagecations [7], [6], [8], [10] use traditional object-oriente
Limbo is compiled to byte code and interpreted using amjddleware to export services. In this case, end users dre no
virtual machine called Dis, which is part of Inferno [5]. aple to manually use the services, they have to use custom
In this way the same implementation can be used for alhpplications to do so. Moreover, custom applications mast b
popular operating systems. implemented using specific libraries or frameworks. Indtea
An UpperWaredriver usually includes two Limbo mod- ypperwareintegrates services at thative OS system level
ules: a portable one and a system dependent opertable  (the file system). Thus, custom and legacy applications, as
module is fully implemented in Limbo and usually imple- \yell as end users, are able to directly use them.
ments a file server interface for the driver. This includes |, some pervasive computing systems, desktop applica-
the implementation foopen, read, write, andcl 0se  ons are used as components for pervasive applications.
operqtions on files_ provided by the driver. These operationg, example, GAIAs [10] presentation application uses
may invoke functions of thesystem dependent module  powerPoint to open slides using its COM interface. iROS [8]
in order to access to do its job. This module may eitheryiso yses desktop applications as components for pervasive
execute a native program on a particular system, generaigyjications. Unlike themUpperWareaims to generalize
and execute a script, or rely on any other system interfgc%is kind of operation, hiding resource (devices, appiize,
that might be used to do the job, as explained in sectionyng gata) details behind a high level and abstract interface
II. The entire implementation of the Octopus is quite Sma”-FoIIowing with the presentation example, aipperWare
There are 16159 lines of portable cc_)de of core componentgiver can use the COM interface as the mechanism to
of the system, such as the event delivery system and a namgnro| PowerPoint in Windows hosts and shell scripting to
space multiplexer, and drivers. Non-portable modules spagontro| OpenOffice Impress in Linux hosts, while the pre-
2862 lines of code, including programs written in severalsentation application remains unaware of these details. On
languages for Mac OS X, Linux and Plan 9. The biggestmportant point is that the same applies to any application i
driver implementation is the browser device for Safari,abhi e system, not just to the few new, pervasive, applications
is 878 lines of code (351 of Limbo and 494 of AppleScript). Some propose mobile agents that follow the user as a

VIl. RELATED WORK mechanism to support user mobility, see for example [12].

On the other hand, thepperWareapproach does not move

Plan B was a complete operating system and ran on barg,, co4e put the state of replaceable components. If the
hardware. Thus, all the terminals were forced to run Plan B

instead of a mamStream op_eratlng system. On the other ha_md’3lnferno is also an operating system that may run either onra ba
UpperWareruns as application software. In the Octopus, it iSmachine or hosted on other popular systems

V. END USERS

VI. IMPLEMENTATION



user moves, the system applies the corresponding state 8] S. M. Dorward. The inferno operating systerBell Labs
the analogous components in the new location, and switches Technical Journal 2(1):5-18, 1997.

to use them, instead of using the ones at the old location o[né]
sending code around.

Other systems, such as MobiDesk [4], completely virtu-
alize the user’s session in a virtual machine provided by a
cloud computing infrastructure. This way, the user can use
his personal computers as mere terminals. These systems
address the problem of keeping the system state amoryg,
different sessions, but they do not address the pervasése sc
narios described in previous sectiotipperWaredoes not
virtualize processes and resources. It abstracts and texpot8] B. Johanson, A. Fox, and T. Winograd. The interactivejqub
them as replaceable components via an universal and well EXPerience with ubiquitous computing roontEEE Pervasive

. . Computing, 2:71-782002.
known mechanism (files).

S. D. Gribble, M. Welsh, R. Behren, E. A. Brewer, D. E. Gull

N. Borisov, S. E. Czerwinski, R. Gummadi, J. R. Hill, A. D.
Joseph, R. H. Katz, Z. M. Mao, S. Ross, and B. Y. Zhao. The
ninja architecture for robust internetscale systems andcss.
Computer Networks. Special issue on Pervasive Computing
35(4), 2000.

R. Grimm and B. Bershad. Future directions: System sttppo
for pervasive application®roceedings of FuDiC02002.

[9] A. Karypidis and S. Lalis. Omnistore: Automating datama
agement in a personal system comprising several portable de
vices. Pervasive and Mobile Computing(5):512-536, 2007.
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