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Environment

® Several devices and computers per user:
® At the office (workstations, servers, etc.)

® At home (PCs,“smart” appliances, etc.)

® Mobile devices (PDA, phones, etc.)

e Computers and devices are interconnected
by wireless or wired networks.




Environment

® These devices and computers i. -

make up an single per vasive
computer .

All of them have to be
authenticated for different
protocols.

Explicit authentication for
each device makes the illusion
vanish.




Environment

- Closed environments: e.g.a smart room,

smart building.
a centralized solution works!

Open environments: the illusion of a
pervasive computer remains even at isolated
locations.

a centralized solution does not
worlk!



SHAD goals

e To offer a Real Single Sign-On to
the user.

® To permit peer-to-peer (in fact,
human-to-human ) authentication
and access control to share devices.




Single Sign-On




Single Sign-On (SSO)

® Def.- A specialized form of software authentication that

enables a user to authenticate once and gain access to
the resources of multiple software systems.

Do we have SSO when we are working with
several machines at same time!?




A Plan B desktop

Three Plan B terminals sharing mice, keyboard, clipboard, root file
system, screens, execution environment, context-service, and so on:
thr ee computer s used as a sing le system
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No SSO

® Joo obtrusive to be used.

ALL SERVICES

password-based, challenge-response,

® T[he illusion vanishes. ot certimeten,

private keys, etc.

® Too many passwords!

® repeated passwords

® post-its
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Centralized SSO server

It becomes a per-mac hine ALL SERVICES

password-based, challenge-response,
PKl certilicates,

Single Sign'on! private keys, etc.

The illusion vanishes again.

Obtrusiveness grows with the

number of machines.

It depends on a centralized
service @ W




Smart Cards, etc.

Where do | insert my card!?
The illusion vanishes again.

Obtrusiveness grows with the number of
machines.

Not available for all kind of devices (mobile
devices).




SHAD SSO

® You authenticate against a SHAD L servies
maln agent that runs in your password-based, challenge-responss,

PEl certilicates,

U blT erm. private keys, etc.

All your terminals run a SHAD “FF'CE;/ f/‘ |
agent that provides authentication |

. . K _.._n*'__lt-"}-ﬁ-rrr "
to local applications.

SHAD agents cooperate in order
to share secrets and make the
system unobtrusive.
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Secrets Repository

® A terminal’s key tuple:

proto=shad type=term machine=isis !tsecret=A13EF3290AA4FE21l...

e Common secrets tuples:

proto=pass service=vnc user=elf server=ronin !password=foo

proto=p9skl user=elf server=whale dom=lsub.org !password=foo

® SHAD attributes for controlling the distribution:

noremoteaccess clientlocation=<l|ocation >
nopeeraccess samelocation

needconfirm accessiblefrom=<machine >
userlocation=<l|ocation >




Sharing resources




Human-to-Human

Users with mutual trust pair their
UbiTerms.

Paired UbiTerms can authenticate each
other.

Users assign roles to the others.

Roles are used to control the access to your
own resources.




Sharing Devices

® A resource belongs to a user.

® All resources are accessed by a
network file system: Plan B [1,2,3].

PAIRED UBITERMS



Pairing Users
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Authentication for mounting
Plan B resources

Standard authentication between client and file
server: p9skl.

A personal p9skl authentication domain for
each user:

dom=user -shad

® A p9skl auth server running in every UbiTerm.

® One account for each paired user.

¥ The p9skl component is managed by
the main SHAD agent.




Roles
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Roles ar e dynamicall y interpr eted by the Plan B
volume and tr anslated to tr aditional UNIX style ACLs.




Revocation

® To unpair a user:

® Remove his pairing key from the secrets
repository.

® Remove the user from the role
database.

® Remove the user account from the
p9skl auth server.




Evaluation

Factotum | SHAD SHAD P2P
Time (S) 0.12 0.14 4.06

Average time for a SSH connection

no restrictions userlocation

Time (s) 0.15 0.17

Average time for mounting a Plan B volume

No auth/ACL SHAD/P9SK1/REAC BC SHAD/P9SK1/RBAC WC

Time (s) 0.024 0.207 0.308

Average time to mount, use, and unmount a Plan B volume exported by SHAD




Restrictions

UbiTerm usurpation/misplacement is
possible and dangerous.

Physical access to terminals is critical.

Power limitation of the UbiTerm
batteries.

SHAD offers the mechanisms, policies are
set by the user.




Summary

e Real Single Sign-On when using several
machines at same time.

e Human-Center ed security architecture
for open ubiquitous environments.

e A simple and intuitl ve solution to secure
ad-hoc interactions and share our resources
at isolated locations.




Future Work

® Port the main agent to a GNU/Linux based
tablet (WIP).

® A Peer-to-Peer revocation protocol and a
decentralized vulnerability announcing
protocol.

® Find new mechanisms to set policies in
order to control secret distribution and
resource sharing.




More info:
http://Isub.org

esoriano(@]Isub.org
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