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Environment

• Several devices and computers per user: 

• At the office (workstations, servers, etc.)

• At home (PCs, “smart” appliances, etc.) 

• Mobile devices (PDA, phones, etc.)

• Computers and devices are interconnected  
by wireless or wired networks.



Environment

• These devices and computers 
make up an single per vasive 
computer .

• All of them have to be 
authenticated for different 
protocols.

• Explicit authentication for 
each device makes the illusion 
vanish.



Environment

- Closed environments: e.g. a smart room, 
smart building.

a centralized solution works!

! Open environments: the illusion of a 
pervasive computer remains even at isolated 
locations.

a centralized solution does not 
work!



SHAD goals

• To offer a Real Single Sign-On  to 
the user.

• To permit peer-to-peer (in fact, 
human-to-human ) authentication 
and access control to share devices.



Single Sign-On



Single Sign-On (SSO)

• Def.- A specialized form of software authentication that 
enables a user to authenticate once and gain access to 
the resources of multiple software systems.

Do we have SSO when we are working with 
several machines at same time?



A Plan B desktop

Three Plan B terminals sharing mice, keyboard, clipboard, root file 
system, screens, execution environment, context-service, and so on:

thr ee computer s used as a sing le system
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No SSO

• Too obtrusive to be used.

• The illusion vanishes.

• Too many passwords!

• repeated passwords

• post-its

• ... 5 n
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Centralized SSO server

• It becomes a per-mac hine  
Single Sign-On!

• The illusion vanishes again.

• Obtrusiveness grows with the 
number of machines.

• It depends on a centralized 
service. 5



Smart Cards, etc.

• Where do I insert my card?

• The illusion vanishes again.

• Obtrusiveness grows with the number of 
machines.

• Not available for all kind of devices (mobile 
devices).



SHAD SSO

• You authenticate against a SHAD 
main agent  that runs in your 
UbiT erm .

• All your terminals run a SHAD 
agent that provides authentication 
to local applications.

• SHAD agents cooperate in order 
to share secrets and make the 
system unobtrusive. 1
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Secrets Repository

• A terminal’s key tuple:
proto=shad type=term machine=isis !tsecret=A13EF3290AA4FE21...

• Common secrets tuples:
proto=pass service=vnc user=elf server=ronin !password=foo

proto=p9sk1 user=elf server=whale dom=lsub.org !password=foo

• SHAD attributes for controlling the distribution:
noremoteaccess
nopeeraccess
needconfirm

userlocation=<location >

clientlocation=<location >
samelocation

accessiblefrom=<machine >



Sharing resources



Human-to-Human

• Users with mutual trust pair  their 
UbiTerms.

• Paired UbiTerms can authenticate each 
other.

• Users assign roles to the others.

• Roles are used to control the access to your 
own resources.



Sharing Devices
• A resource belongs to a user.

• All resources are accessed by a 
network file system: Plan B [1,2,3].

Alice

Bob

Bob's
Devices

Alice's
Devices

Paco

Paco's
Devices

UBITERM

UBITERM

UBITERM

PAIRED UBITERMS



Pairing Users
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Authentication for mounting 
Plan B resources

• Standard authentication between client and file 
server: p9sk1.

• A personal p9sk1 authentication domain for 
each user:

dom=user -shad

• A p9sk1 auth server running in every UbiTerm.

• One account for each paired user.

¥ The p9sk1 component is managed by 
the main SHAD agent.



Roles
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Revocation

• To unpair  a user:

• Remove his pairing key from the secrets 
repository.

• Remove the user from the role 
database.

• Remove the user account from the 
p9sk1 auth server.



Evaluation

Wecanobservehow SHAD reducesconsiderably theob-
trusivenessof the system,even whenusingonly threeter-
minals. Note that the numberof requiredauthentications
measuredwhen using SHAD is higher than usual,due to
the tasksthat wereperformedduring the weekof the ex-
periment. Thesetasksincludedkernel debugging, which
requiredseveral systemreboots. In the commoncase,the
useronly hasto authenticatehimselfonceperday.

Next, we presentsomemeasuresto evaluatethe proto-
type.ExperimentshavebeenperformedonPentium4 com-
putersconnectedby a100Mbpsnetwork.

SHAD singlesign-onis fastenoughfrom userÕsthepoint
of view asshown in Table2. Thetableshowsthemeantime
to connectto aSSHserver from aclientusingFactotum[9]
andSHAD. SHAD measuresarepresentedfor two cases:
(i) retrieving thekey from themainagent,and(ii) retrieving
thekey from otherplainagents(P2Pprotocol).

Factotum SHAD SHAD P2P

Time (s) 0.12 0.14 4.06

Table 2. Average time for a SSH connection.

Note that the P2P case would be neededonce per-
machineandper-servicebecauseSHAD will rememberthe
secretfor thenext time. TheP2Pmeantime is highly under
theinßuenceof themainagentdiscoveryÕs timeout.

Table3 shows the overheadcausedby the use of a real
context infrastructurein orderto avoid conÞrmations.The
Þrstcolumn shows theaveragetime to mounta PlanB Þle
systemwhenno conÞrmationis required.Thesecondcol-
umnshows theaveragetime whenusingthelocationinfor-
mationprovidedby thecontext architectureto avoid a con-
Þrmation. The overheadcausedby the useof the context
infrastructureis barelyperceptibleby auser.

no restrictions userlocation

Time (s) 0.15 0.17

Table 3. Average time for mounting a Plan B
volume .

Table 4 shows the averagetime when using a shared
device throughSHAD. The experimentwasperformedin
threePentium4 computers. One computeremulatedthe
two involvedUbiTermsin virtual machines.Theothersran
theclient andtheÞleserver. Measurespresenttheaverage
timetoperformthefollowingoperations:(i) mountaPlanB
volume,(ii) opena Þlein readmode,(iii) copy its contents
to alocalÞle,(iv) closetheremoteÞle,and(v) unmountthe
Þle system.The Þrstcolumnshows the resultwhenusing
noauthenticationandACL accesscontrol.Secondandthird

columnsshow theresultswhenusingP9SK1authentication
andRBAC accesscontrol. Thesecondcolumnpresentsthe
bestcase,whentheplain agentrunningin theclientÕs ma-
chinealreadyknowsa(valid) P9SK1key. Thethird column
presentsthe worst case,whenthe P9SK1accountmustbe
refreshed.

No auth/ACL SHAD/P9SK1/RBAC BC SHAD/P9SK1/RBAC WC

Time (s) 0.024 0.207 0.308

Table 4. Average time to mount, use , and un-
mount a Plan B volume expor ted by SHAD.

Measuresshow that the mechanismsdo not increase
enoughthe latency to benoticedby theuser. For theuser,
device sharing is completely transparentand immediate.
Times will get worsewhenusing poor wirelesslinks and
a mobiledevice asUbiTerm. But obtainedresultsarequite
encouraging.

5 Restrictions of the Architecture

Theuseof amobiledevice to representandauthenticate
the userraisesan importantissuethat hasto be taken into
account.On theonehand,it enablesindependenceof cen-
tralizedentities,providesarealSingleSing-On,andpermits
us to build a human-centeredarchitectureto sharedevices
intuitively. On theotherhand,it introducesa new risk: the
devicecanbelostor stolen,enablingimpersonationattacks.
In this case,automatedrevocationis complicated.

We argue that the advantagesoutweigh the disadvan-
tages. In real life, we useseveral importantphysical ob-
jects that can be lost or stolen. But theseobjectspermit
us to performtasksthatmake our life easier. For example,
we might lose our credit card (and thereforea lot money
andtime for complaining). We all areawareof the trade-
off betweencomfortandsecurityregardingcreditcards.Of
course,wecarea lot aboutourcreditcards,andwetry keep
themin a safeplace.But they might be lost or stolenany-
way. We think that the samecriteria must be appliedto
the UbiTerm. In general,security is a trade-off between
safetyandcosts[18]. Theusermustbeawareof the risks
of losing the UbiTerm, andconÞgureSHAD accordingto
his preferences.If the userlosesthe UbiTerm, he should
notify pairedusersor activateavailablemechanismsto re-
vokeaccess.Automaticrevocationis partof futurework.

Another important issueis the UbiTermÕs power con-
sumption.If theUbiTermrunsoutof battery, all authentica-
tion servicesregardingtheuserareunavailable. This leads
to enablesdenial of serviceattacksagainst the UbiTerm.
Notethatthis risk is alwayspresentwhenusingmobilede-
vices.
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We can observe how SHAD reduces considerably the ob-
trusiveness of the system, even when using only three ter-
minals. Note that the number of required authentications
measured when using SHAD is higher than usual, due to
the tasks that were performed during the week of the ex-
periment. These tasks included kernel debugging, which
required several system reboots. In the common case, the
user only has to authenticate himself once per day.

Next, we present some measures to evaluate the proto-
type. Experiments have been performed on Pentium 4 com-
puters connected by a 100 Mbps network.

SHAD single sign-on is fast enough from user’s the point
of view as shown in Table 2. The table shows the mean time
to connect to a SSH server from a client using Factotum [9]
and SHAD. SHAD measures are presented for two cases:
(i) retrieving the key from the main agent, and (ii) retrieving
the key from other plain agents (P2P protocol).

Factotum SHAD SHAD P2P

Time (s) 0.12 0.14 4.06

Table 2. Average time for a SSH connection.

Note that the P2P case would be needed once per-
machine and per-service because SHAD will remember the
secret for the next time. The P2P mean time is highly under
the influence of the main agent discovery’s timeout.

Table 3 shows the overhead caused by the use of a real
context infrastructure in order to avoid confirmations. The
first column shows the average time to mount a Plan B file
system when no confirmation is required. The second col-
umn shows the average time when using the location infor-
mation provided by the context architecture to avoid a con-
firmation. The overhead caused by the use of the context
infrastructure is barely perceptible by a user.

no restrictions userlocation

Time (s) 0.15 0.17

Table 3. Average time for mounting a Plan B
volume .

Table 4 shows the average time when using a shared
device through SHAD. The experiment was performed in
three Pentium 4 computers. One computer emulated the
two involved UbiTerms in virtual machines. The others ran
the client and the file server. Measures present the average
time to perform the following operations: (i) mount a Plan B
volume, (ii) open a file in read mode, (iii) copy its contents
to a local file, (iv) close the remote file, and (v) unmount the
file system. The first column shows the result when using
no authentication and ACL access control. Second and third

columns show the results when using P9SK1 authentication
and RBAC access control. The second column presents the
best case, when the plain agent running in the client’s ma-
chine already knows a (valid) P9SK1 key. The third column
presents the worst case, when the P9SK1 account must be
refreshed.

No auth/ACL SHAD/P9SK1/RBAC BC SHAD/P9SK1/RBAC WC

Time (s) 0.024 0.207 0.308

Table 4. Average time to mount, use , and un-
mount a Plan B volume expor ted by SHAD.

Measures show that the mechanisms do not increase
enough the latency to be noticed by the user. For the user,
device sharing is completely transparent and immediate.
Times will get worse when using poor wireless links and
a mobile device as UbiTerm. But obtained results are quite
encouraging.

5 Restrictions of the Architecture

The use of a mobile device to represent and authenticate
the user raises an important issue that has to be taken into
account. On the one hand, it enables independence of cen-
tralized entities, provides a real Single Sing-On, and permits
us to build a human-centered architecture to share devices
intuitively. On the other hand, it introduces a new risk: the
device can be lost or stolen, enabling impersonation attacks.
In this case, automated revocation is complicated.

We argue that the advantages outweigh the disadvan-
tages. In real life, we use several important physical ob-
jects that can be lost or stolen. But these objects permit
us to perform tasks that make our life easier. For example,
we might lose our credit card (and therefore a lot money
and time for complaining). We all are aware of the trade-
off between comfort and security regarding credit cards. Of
course, we care a lot about our credit cards, and we try keep
them in a safe place. But they might be lost or stolen any-
way. We think that the same criteria must be applied to
the UbiTerm. In general, security is a trade-off between
safety and costs [18]. The user must be aware of the risks
of losing the UbiTerm, and configure SHAD according to
his preferences. If the user loses the UbiTerm, he should
notify paired users or activate available mechanisms to re-
voke access. Automatic revocation is part of future work.

Another important issue is the UbiTerm’s power con-
sumption. If the UbiTerm runs out of battery, all authentica-
tion services regarding the user are unavailable. This leads
to enables denial of service attacks against the UbiTerm.
Note that this risk is always present when using mobile de-
vices.
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Restrictions

• UbiTerm usurpation/misplacement is 
possible and dangerous.

• Physical access to terminals is critical.

• Power limitation of the UbiTerm 
batteries.

• SHAD offers the mechanisms, policies are 
set by the user.



Summary

• Real Single Sign-On  when using several 
machines at same time.

• Human-Center ed security architecture 
for open ubiquitous environments.

• A simple and intuiti ve solution to secure 
ad-hoc interactions and share our resources 
at isolated locations.



Future Work

• Port the main agent to a GNU/Linux based 
tablet (WIP).

• A Peer-to-Peer revocation protocol and a 
decentralized vulnerability announcing 
protocol.

• Find new mechanisms to set policies in 
order to control secret distribution and 
resource sharing.  



More info:
http://lsub.org

esoriano@lsub.org
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